M1 AutomationBridge Setup Guide

Revision 1.1

Introduction

This tech note will step you through the steps in setting up the M1 AutomationBridge
for the first time.

Hardware Required

M1XEP (Ethernet Module) with M1XEP firmware 2.0.42 or above (101-215)
Ness M1 AutomationBridge (101-296A)

Computer

WiFi Network

Active Internet Connection

Access to a Smart Speaker (Google Home, Amazon Echo or HomePod) or an iOS
device or Android device.

Note, Smart Speakers are not included with purchase of the M1 AutomationBridge.

Wiring Diagram

INTERNET

Premises
Router

101-215 M1-XEP Ethernet
Interface (not included)

Ness M1 Controller

b

OUTPUTS LIGHTS TASKS

Existing network
devices

Ness M1 Automation
Bridge
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1.0 Setting up M1XEP

1. Before anything can be setup in the M1 AutomationBridge there is a few steps
you need to check and setup in the M1XEP (Elthernet Module).

2. Open your M1 Account in EIKRP, and connect it to your panel via the M1XEP.
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3. Once connected, from the ‘Accounts details’ page, click on the M1XEP setup
button.
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4. Select the ‘TCP/IP Settings’ tab and ensure you have the IP address set as a static
IP address. Also ensure you have enabled the non-secure port. Keep note of
both settings as you will need this for later on. If you make any changes, press
the ‘send’ button at the bottom of the page to send the settings to the M1XEP.

MIXEP Setup

Introduction TC I Passwords | Email | Central Station | Dynamic DNS | Time Serve(l Audio System | M1Cloud I

Device Name [Traing Room M1 Used during the "Find” process to help identify MXEPs f there are more than oneon the same network

If the M1XEP wall be assigned an IP Address by a DHCP server, select "Assigned an IP address " To assign a fixed address. select"Use a static IP
address.” In most cases, itis acceptable to use DHCP which autematically does all the work of setting up the netwark ID, subnet mask, and
gateway. However, if you decide to choose a static IP address, you will need to manually complete all these fields. Consultyour [T professional or
ISP for these details

”
¥ Enable Non-Secure Port

+ Use a static [F address

Ig]m 3: For security reasons, this port should not be mapped outside the local network. IF

| hird-party devices use the non-secure port for unencrypted communications

)

IP Address 192.168. 0 . 251 itis not needed, it should be disabled
Subnet Mask 255.255.255. 0
Secure Port
Default Gateway (192 168 . 0 . 1 — EIkRP and some third-party devices use the secure port for encrypted
|264J1 3 If you intend to access the M1 through the Internet. this port
) - = sheuld be mapped via a router to the cutside.
" Obain DNS est DNS |
¥ Specify DNS Add to use: [~ Discovery
Frimary 3 .8.8.8 r Enable Discovery of M1XEP for Copy IP Address and Secure Port =
— 0Py
Eiry 3.8 .4 4 AMX and Control4 systems above to the Account Details Screen:
Auto-DNS available on M1XEP firmware ver 1.3.20 and later only. [Test DNS] works on ver 2.0.18 and later only.
Send Receive Fid | Close |
EIkRP-> M1 M1-> EIkRP
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5. Once the M1XEP settings have been confirmed and sent to your panel, close the

M1XEP setup screen.

6. Ensure your M1XEP is running the firmware version 2.0.42 or above.
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1.1 Setting up M1

Before the AutomationBridge can find your devices on the M1, the M1 panel needs a
few settings set first.

Tasks

Select ‘Tasks’ from the ‘Automation” menu to view the Tasks in EIKRP.
A Task is like a macro and is used in the M1 Rules to trigger multiple events.

Only the Tasks that have a name and have the ‘Show’ box ticked will display and can be
used in the Ness M1 AutomationBridge.

Tasks
Folder ltems %
(=] Account Details ¢  MName Show  Voice Desciption
E"EI Users 1 v
B Areae -
5 [ Keypads .» Taek 02 r
t-Jl Zores (inputs) <IN Tosk 03 r
< Wireless Setup ERN Task 04 r
L) g::h Timers N T2k 05 r
Wi Telephones L T=sk 05 r
- AR Communicater L T2k 07 r
=3 Automation O Task 08 r
ER sk 09 r
© Outputs LV Task 10 r
Sunrise/Sunsel LRI Task 11 r
wal) Voice (P Task 12 r
Custom Settngs 13 13
g e RN | ask 13 r
Lights
Name

All the lights you want to use in the M1 AutomationBridge needs to have a name.
Opt / Show Boxes
Tick both of these boxes for the lights that you want to use in the Ness M1

AutomationBridge.

(Voice Description can be left blank)

Lighting
Falder tems *

B Account Detals Opt Show  Voice Description
50 Uses || On/olf switch_=1| W v
-] Areas =l onoff switch =] W ¥
) Keypads = || Onvoff switch_=I| [
@1 Zonesﬂrg:;}) xl|On/of swich =I| ~

Cuteff Tmers | On/off switch >I| W ¥
Globals || Onveff swach >l W v

S Telephones || On/off switch =I| ™ v
B-B8 Communicator =l|Onsoffswitch =I| W 2
=3 Automation || Onvolf switch =] I

[ Tasks | Onickf switch _>I| W v
o E —
Sunrise/Sunset = =l D

T+l Vaira ﬂ ﬂ l_ l_
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Outputs

Give an output a name that you want to use with the Ness M1 AutomationBridge.
Ensure that the show tick box is ticked, else the output will not show.

Outputs
Folder tems x
Accourt Details oW Voice Description
€% Users 1 ~
- [&] Areas 2 -
& Keypads 3 3
- JJ Zones (inputs) 4 ~
¥ Wireless Setup 5 =
] Cutoff Timers ~
Globals E M
% Telephones v
#-80 Communicator 8 v
54§ Automation 3 v
Tasks 2
o Lighting =
% Sunrise/Sunset -

Globals

Make sure all ‘Serial Port 0 transmit’ is ticked under the Globals ‘G29-G42 Special
tab’.

Without these ticked the Ness M1 AutomationBridge won’t know the status of the
device.

« = L MEE F 5H HE s=2e

Back Forward Up Find Save New Connection Send/Rcv  Log Status Print View Help
Globals
Folder tems x

(=) Account Details 1 GO1-GOS (Mseelanacus) | GOEG0 (Fones) | G11612 (LUsgs Camengn Area) |
-8 Users G14G18 Output 1) | G194G25 (Voice) | G26G28 (Output 2| G23-G42 (Special)
- [E] Areas
&1 [ Keypads Rings until auto-answer 10 3: Ring/Hang-Up/Answer M
@-J@ Zones finputs) - | wo-Way Callback |ime in Secs —

¥ Wireless Setup Two-Way Listen-in Enable M (Answer on 1st Ring) 255 =+
ers CS Verify Call Time in Secs - )
(Additional Alarms Are Held) 255 = Serial Port 0 baud rate 15200 =

Two-Way Speaker Volume™

Telephone Line-fault Timer™

7 3: Requires firmware ver. 4.5.14/5.1.14 or later,

1 3: min(s). Requires firmware ver.
45.24/51.24 or later.

[~ Serial Port 0 Transmit Options

[ Eventlog

|7! Task changes

[V} Zone changes [ Output changes
[7] Lighting changes [} Keypad keys

Menus 1-5 Require Code
UPB Lighting Network Addr®

KP Programming Lockout™

UL Wireless Jam Detect
“{MNot available through keypad programming)

I ‘ocal programming code TTress
(Must not match a user code nor match the last 4 digits if
0 3: 4-digit codes are selected )

|0 = Can change and view all options -]
Ei

Make sure you are disconnected from EIKRP once everything is setup.

You will need to wait approx 1-2 minutes after disconnecting from EIkRP.
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1.2 Setting up the Ness M1 AutomationBridge

Make sure you have only 1 network adaptor enabled and connected on your computer.

3F Network and Sharing Center N o «

1 3 » Control Panel » ANControl Panel ltems » Network and Sharing Center vl S trol Pane p

o j M " ik z -

Contrel Panel Moene View your basic network information and set up connections
View your sctrve networks

Change sdapter settngs
Change sdvanced shanng MNews Wi-Fi Access type: Irternet
seting Publs: network Connections: o Wi-Fi (Ness Wi-Fi
Change your networkng wettngs
B et up a new connection or network

= Set up 8 broadbend, dusl-up, of VPN CONNectstn; of 56t up & Mouter OF SCCESS POt

W Troubleshoot problems

- cblerh
and repan network probi o get trouklesh g i

Plug in the M1 AutomationBridge into the network. This may take up to 3-4 minutes to
fully power up.

INTERNET

Premises
Router

101-215 M1-XEFP Ethernet
Interface (not included)

Ness M1 Controller

g

OUTPUTS LIGHTS TASKS

Existing network
devices

Ness M1 Automation
Bridge

Open a web browser (recommend Google Chrome) and open the website:
mybridge.skaro.com.au
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Click on the button ‘I have a new bridge to setup’.

If you already have an account, please log in If you are a new automationbridge user, click the button below

Email
Password

I have a new bridge to set up

Login

Reset Password Show me the setup guides

Your Ness M1 AutomationBridge will automatically be found.

—_— fmm  — O X
/ @ automationbridge > .
&« C (Y | @ Secure | https://mybridge skaro.com.au/?module=register | B E

YOUR BRIDGE DETAILS
An automationbridge was found on your local network. Please verify the details below against the label on your device.

Serial Number: 000000006b4ab093

MAC Address: b8:27:eb:4a:b0:93

Allocated IP Address: 192.166.0.120

YOUR DETAILS

Name:

Email Address

Password:

Confirm Password:

Enter in the end users details.

Each AutomationBridge will need to be setup with different email addresses, as it
will be used when using the smart speakers.

Once you enter in your details into the AutomationBridge, an email will then be
sent to the email you entered into the AutomationBridge. You then need to click
on the verify link in the email to activate your AutomationBridge. This will then ask
you to enter in your password you used to setup the AutomationBridge.
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Click on the ‘Next’ button to setup the AutomationBridge.

TR fmn - O X
/ &Y automationbridge x W
&« C Y  ® 192.168.0.120/setup_choose.cfm % B @

AUTOMATFOP-IBR\DGE

automationbridge v0.351 Setup

NESS AUTOMATION

Shutdown device

You now need to enter in your M1’s IP address.

The Ness M1 AutomationBridge only works on the non-secure port on the M1XEP. This
is still secure as it’s only being used on the customer’s local network and not over the
internet.

Make sure the M1XEP has a STATC IP Address and not a DHCP IP address.

AUTO MATIONBRIDGE

NESS M1DETAILS

IP Address: 192.168.0.251

Port: 2101

Please Note : SSL port if notfsupported

MIXEP Setup

Introduction | BEP/IH{Settings | Passwords ] Email ] Central Station ] Dynamic DNS 1 Time Server | Audio System | M1Cloud

Device NameflTraing Room M1 Used during the "Find™ process to help identify M1XEPs if there are more than one on the same netwark

Ifthe M1XEP
address.” In
gateway. Hon
ISP for these

€ Assianedfen IP address via i h:i?;t?.c;al.lr{:;;ﬁces use the non-secure port for unencrypted communications
- : 5 f k
Use a stafc|P address: = 2101 3: For security reasons. this port should not be mapped outside the local networke. If
IP Address 192 168 . 0 . 251 I it is not needed, it should be disabled.

Subnet Mask 256.285.256. O
Default Gateway | 192 _ 168 . 0

Il bez==signed an IP Address by a DHCF server, select "Assigned an IF address " To assign a fixed address, select "Use a static IP
st cases, it is acceptable to use DHCP which automatically does zll the work of setfing up the network 1D, subnet mask. and
f you decide to choose a static IP address, you will need to manually complete all these fields. Consult your [T professional or

-Secure Port
| — EIkRF and some third-party devices use the secure port for encrypted

2601= oﬁmrlr;lug::ationps&}f you intend to aﬁcess t!lle M1 through the Internet. this port
shou mapy wia a router to the outside.

" Obtain DNS automatically :

% Specify DNS Addresses to use:

-Discovery 1
Primary 8.8 .8.8 Enable Discovery of M1XEP for Copy IP Address and Secure Port =
———— I 3 A opy
Secondary 192 168. 0 . 1 AMX and Control4 systems above to the Account Details Screen

Lute-DNS available on M1XEP firmware ver 1.3.20 and later only. [Test DMS] works on ver 2.0.18 and later only.

Fid |  Close |

ElkRP =M1 M1 -> EIkRP
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Select the customer’s location. This is used for the event log in the
AutomationBridge in case there is any issues we need to troubleshoot.

LOCALE

Timezone:

Australia/Melbourne

Depending on what device you are going to use will depend on what setting you
need to enable.

ENABLED SERVICES

Amazon Alexa Off
Google Assistant Off
i05 Homekit Off

Amazon Alexa Yes . Google Assistant i05 HomeKit m:]

Amazon Alexa Google Assistant iOS HomeKit
Such as Amazon Echo devices. Such as Google Home or Such as Apple HomePod or iOS
Android Devices inc Android devices inc Apple Watch.
s> Watches.

Click on the Next button to save settings to the AutomationBridge.

LU MESSOTT -
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Click on ‘Click here to reboot device to apply initial configuration’

This will reboot your AutomationBridge and enable the services.

B autcenationbridge =

[ C { O 192.168.0.120/setup_action.ch o = B B2

A UTOMATIONBRIDGE

SETUP COMPLETE

Once the AutomationBridge has rebooted, it will display the main user interface.

/ B automationbridge x \§

< C {t | @ 192.1680.120 Yrioa B =

AUTOMATIONBP.I DGE
i0S Homekit 0
o It is highly rec that the i idge has a Static IP address. or assigned a Static IP address by your DHCP

server, to fully support and maintain all features.
Please set this via the Settings page.

Dismiss

Once you have enabled the devices (below) you wish to control with your selected Assistant platform. please go to the related
page (above). for further setup instructions.
Dismiss

@ M1 IS ONLINE, Last Status Update : 21/08/2018 08:21:47

Available Devices
Name

No Devices Found/Defined,

Available Scenes
Name

No Scenes Found/Defined

Click on the menu icon up the top right, and choose ‘Settings’.

Settings

Help

ss, or assigned a Sta  About
Bridge Log

L

ted Assistant platfa Shutdown

Dismiss
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Find the Ness M1 section and click on ‘Sync Devices & Names'.

This will synchronize the names from the M1 to the AutomationBridge.

NESS M1
o Restart Service Reset all Devices & Tasks
IP Address: 192.168.0.251
Port: 2101
Update Ness Settings

Wait for the status icon to stop spinning (if you are using Google Chrome). This way
you will know it has finished synchronizing.

This will take approx 2-3 minutes to complete.

omationbndge x

‘ < X Y | ® 192.168.0.120/7modul

Timezone:

Once the synchronize is done, click on the ‘House’ icon.

_4". ¥ automationbridge x .'\_'\

&«

C {t ® 192.168.0.120/

o It is highly recommended t|
server, to fully support and mail
Please set this via the Settings

RRINGF ID ANNPFCC CETTINGS

All the Tasks, Lights & outputs should then display in the webpage.

S — faEn  — o x
/ ¥ automationbridge x W
&« C () | ® 1921680120 W B 8

AUTOM ATIONBRIDGE

Amazon Alexa Google Assistant i0S Homekit

@ M1IS ONLINE, Last Status Update : 21/08/2018 09:06:19

Available Devices
Name Alexa G.Asst i0S

Bedroom Curtains
(o_34) ON OFF No No No

Bedroom Light
(L_s0) ON OFF 0% No No No

f (dirmmer)

Car Park Gate
{o_30) ON OFF No No No

Garage Door
fn 27} ON OFF No No Mo
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1.3 Enabling Devices

Before you can use your voice to control the M1, you need to select the Tasks, outputs
& lights you want to control.

Simply enable (turn on) the toggle button for the device you want to control.

Depending on the smart speaker you are using will depend on what you are planning on
using.

Simply turn the device On (so it shows ‘Yes’) which means it will work with that smart
speaker.

Available Devices

Name Alexa G.Asst i0s
epia L oN OFF 0% No No No

{ {dimmer)

Bedraom Curtains (o_034)

oN | oFF B B 80

In the example above, the BBQ Area is a M1 Light, and we are not going to allow that
device to be controlled by our voice.

However, the Bedroom Curtains is an output, and that is going to work with all smart
speakers since it has been enabled for that M1 output.

You don’t have to have all smart speakers enabled for a device.

For Example, in the below the Google Assistant has now been enabled for the BBQ
Area. The Google Assistant (Such as Google Home) will be the only device that will allow
you to control the BBQ Area with your voice. Alaxa and iOS (Siri) won’t be allowed to
control the BBQ Area with your voice.

Available Devices

Name Alexa G.Asst i0s

BBQ Area (L_102)

/ (dimmer) OH OEE 0o 43 m:] -
Bedroom Curtains (o_034)

oN | oFF )

It is highly recommend not to Arm or Disarm the system with your voice. Otherwise
thefts will be able to disarm the system without having to enter in a pin code. However
if really required, it can still be done by activating a Task on a M1.

A task can also be useful if you are wanting to turn on multiple lights or outputs, or
even something else on the M1.
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1.4 Pairing Devices to your Smart Speaker

Once you have enabled the devices you want to control with your voice, you are
now ready to pair the smart speaker to your AutomationBridge.

Note: It’s important that you set your Ness M1 AutomationBridge to have a static IP
address before pairing your Smart Speaker with the AutomationBridge.

Amazon Echo (Alexa)

Open the Alexa app on your phone or tablet. If you don’t have it already you can
download it for free from the app store. Else you can open it via the Alexa website
(alexa.amazon.com).

Open the side menu and click ‘Skills’

Home = Home
Now Playing .
Things to
Music & Books
"Alexa, 1
Lists
Reminders & Alarms
Skills Weather
AccutWeather.c

Smart Home

Things to Try

Settings

Search for ‘automationbridge’

= All Skills Your Skills

automationbridge Q

Select automationbridge from the search results.

= Search

automationbridae Q
automationbridge icon

1 RESULT Sart by:

automationbridge

Skaro Technology

“Alexa, turn on Lounge Light""
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Press the ‘Enable’ button to start the process of linking your account.

= Automationbridge

automationbridge
® Skaro Technology

Rated: Guidance Suggested

Account linking required

TRY SAYING Shown in: English (AU)

THA Lasem Frimma s T oasinma T dadstt? A

Enter your email address and password. This is the same email address and password
you used to setup the AutomationBridge. Then press the login button.

Alexa

Would like to access your
automationbridge account.
Login below to grant permission
to control your devices.
Email :

Password :

Login

Forgot Password?

You will then be presented with a new window, that will confirm that the linking was
successful.

amazon alexa
S

&3

automationbridge has been
successfully linked.

What to do next:

—+ Close this window to discover smart-home
devires van ran rontral with Alewa

Now you can perform the discovery of the devices you have enabled in your bridge.
This normally takes approx 20 seconds.
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Discover Devices

Smart Home devices must be discovered before
they can be used with Alexa.

DISCOVER DEVICES

Your devices that you enabled from the AutomationBridge (for Alexa) will display.

= Devices

Sort by | Newest ~

e Blind:

Roller Forget

leater

Switch Forget

Showing 2

Forget All

If you enable or disable devices in the Ness M1 AutomationBridge at a later time,
then you can just return to the Alexa app (or Alaxa web page) and navigate to
‘Smart Home’ > ‘Devices’ > press the button ‘Forget all’ and then ‘Discover’.
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Google Assistant (Google Home)

Open the Google Home app on your phone or tablet. If you don’t have it already you
can download it from the app store.

Open the side menu, and tap on ‘Home Control’.

Google Assistant

(7] Explore
d Music

E;) Home nnrltrolJ
= Shopping list

O] My Activity

see Mora sattinns

Tap on the Plus icon at the bottom right the screen.

10:46 all T =)

< Home control

DEVICES ROOMS

BO0Q0

Available on Google Assistant speakers, i0S 10,0+
devices, Android 6.0+ watches and Android 6.0+

TVs
Assistant
E Bedroom
Bedroom
ﬂ Ensuite
Ensuite

Kelby's Office
E ¥

keltwy's Office
o) Kitchen
Kitchen
g Lounge
Lounge
g Outdoors
Outdoars
— T

Find and select ‘automationbridge’ from the list.
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10:46 + ol T

4 Add devices

@ Arlo
®

au HOME Service

Aurora ADne

e August Home
A

autormationBridge

Awair

B Mme ViAot

Enter your email address and password. This is the same email address and
password you used to setup the AutomationBridge. Then press the login button.

10:46 )l 5

Done & mybridge.skaro.com.au &

Google

Would like to access your
automationhridge account.
Login below to grant perrmission
to control your devices,
Email :

Password :

Login

Forgot Password?

Your devices that you enabled from the AutomationBridge (for Google Assistant)
will display.
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iOS (HomPod / Siri)

When using Siri (i0OS devices) and you modify a device in the Ness M1
AutomationBridge, you need to make sure you re-start the service.

Open the ‘Home’ app on your iOS device.

Press the plus button at the top right of the screen.

Choose Add Accessory from the menu.

Open the ‘i0S’ screen in the Ness M1 AutomationBridge in the web browser on a
computer.

Scan the QR code that is displayed on the screen with the app on your iOS device.

A warning message may appear. Click on ‘Add Anyway’ when prompted to do so.

Uncertified Accessory

This accessary is not certified for
HomekKit and may not work reliably
or securely with this 05 device.

Add Anyway Cancel

Continue through the setup process by pressing the next button up the top right to
assign devices to rooms as required.

Once this has been done, you will find your devices in the home app. This can now be
controlled by your voice using Siri based devices.
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1.5 Voice Control Commands

Once your M1 AutomationBridge has been setup and paired with your Smart
Speakers, you are then ready to control things with your voice.

OK. Google,
turn on the
_porch light

Hey Siri,
open the
curtains

Alexa, start
the pool
pump

Network

Network

Network

;':':) JUST AsK
\._J amazon alexa

HomeKit
Amazon Echo (Alexa)
Lights
Command Example
Alexa, turn [on/off] [device name] Alexa, turn ON Bedroom light
Alexa, turn [device name] [on/off] Alexa, Bedroom light OFF
Alexa, Dim [device name] to [percent] Alexa, Dim Bedroom light to 40%
Outputs
Command Example
Alexa, turn [on/off] [device name] Alexa, turn ON Bedroom Curtains
Alexa, turn [device name] [on/off] Alexa, Bedroom Curtains OFF
Tasks

Example

Alexa, activate [device name] Alexa, activate Theatre scene
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Google Assistant (Google Home)

Lights

Command

Hey Google, turn [on/off] [device name]

Example

Hey Google, turn ON Bedroom light

Hey Google, turn [device name] [on/off]

Hey Google, Bedroom light OFF

Hey Google, Dim [device name] to
[percent]

Hey Google, Dim Bedroom light to 40%

Hey Google, Is the [device name] [on/off]

Hey Google, Is the Bedroom light on?

Outputs
Command

Hey Google, turn [on/off] [device name]

Example

Hey Google, turn ON Bedroom Curtains

Hey Google, turn [device name] [on/off]

Hey Google, Bedroom Curtains OFF

Hey Google, [open/close] the [device
name]

Hey Google, Open the bedroom curtains

Tasks

Command

Example

Hey Google, activate [device name]

Hey Google, activate Theatre scene

iOS (HomPod / Siri)

Lights

Command

Example

Siri, turn [on/off] [device name]

Siri, turn ON Bedroom light

Siri, turn [device name] [on/off]

Siri, Bedroom light OFF

Siri, Dim [device name] to [percent]

Siri, Dim Bedroom light to 40%

Siri, Is the [device name] [on/off]

Siri, Is the Bedroom light on?

Outputs

Command

Example

Siri, turn [on/off] [device name]

Siri, turn ON Bedroom Curtains

Siri, turn [device name] [on/off]

Siri, Bedroom Curtains OFF

Siri, [open/close] the [device name]

Siri, Open the bedroom curtains

-
Q
7]
=
7

Command

Siri, activate [device name]

Example

Siri, activate Theatre scene

Siri, [device name]

Siri, Theatre scene
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1.6 Tips & Best Practices

Names of devices are what you have entered into EIKRP. When using multiple
devices ensure none have the same name, else it may have an issue working out
which device you are wanting to control.

Make sure your Ness M1 AutomationBridge has a Static IP address, else it will stop
working in a few days/weeks.

Additional Information:

Customer Service

Phone: 1300 551 991 (M-F 8:30am — 5:00pm)
Email: customerservice@ness.com.au
YouTube: www.youtube.com/nesscorporation
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